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Abstract: Patch comparison provides support for software vulnerability, and structural comparison has been devel-
oped. Based on summarizing binary files comparison and anti-comparison methods, comparison technology was
proposed by semantic analysis on function to address the issue that structural comparison cannot carry on semantic
analysis. Through traditional structural comparison, syntax differences in function-level were analyzed to find the
maximum common subgraph. Then, the path cluster was built between the input and output of the function depend
on program dependency analysis. Function output characteristics was established based on symbolic execution. Se-

mantic differences of functions were compared by functional summaries. Based on the maximum isomorphic
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subgraph, the matched functions which there are possible semantic changes between was further analyzed. Ulti-

mately, the experimental results showed the feasibility and advantages of the proposed method.
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